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Abstract
A faulty component
that behaves consistently
over
time is said to behave non-intermittently.
For any
given set of inputs, such a component
will always generate the same output. Assuming that components
fail
non-intermittently
is a common simplifying
strategy
used by diagnosticians,
because (1) many real-world
devices often fail this way, (2) this strategy removes
the need to repeat experiments,
and (3) this strategy
allows information
from independent
examples of system behavior to be combined in relatively simple ways.
This paper extends the formal framework for diagnosis developed in [7, 121 to allow non-intermittency
In addition
we show how the definiassumptions.
tions can be easily integrated
into ATMS-based
diagnosis engines. Within our formulation,
components
can be individually
assumed to be intermittent
or nonintermittent.

Introduction
A central advantage
of the model-based
approach to
diagnosis is that it can allow for unforeseen modes of
failure. Early approaches achieved this by treating any
deviation from correct behavior as faulty: each component is considered either good or in an “unknown” failure mode. The unknown
mode makes no predictions
about component
behavior and is therefore consistent
As a consequence
of using
with any possible fault.
unknown modes, model-based
diagnosis is extremely
general and can be used for new components
whose
failure modes are not well-understood.
However, using only non-predictive
failure modes
The
can result in poor dia.gnostic
discrimina.tion.
essence of this problem is that non-predictive
failure
modes are consistent
with any specific cause of failure and do not allow a diagnostic engine to distinguish
between causes on the basis of, for instance, their likelihood. Using modes that predict misbehavior
partially
solves this problem [G, 141. Thus, current methods use
predictive fault modes to improve discrimination
while
retaining a non-predictive
fault mode to maintain generality.
There remains a middle ground between predictive
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Example

fault modes and unknown
modes that has not been
This paper begins exploring
this middle
explored.
ground by considering
non-intermittent
faults, i.e., a
fault mode where misbehavior
is consistent over time.
This mode makes a weak prediction
about misbehavior: that the component
output is a function
of its
inputs alone. It does not predict what that function
is. These weak predictions
improve diagnostic discrimination by combining evidence gathered over time.
It is well-known that the notion of non-intermittency
can be captured formally with an axiom stating that
a component’s
outputs
are a function
of its inputs
in
[l, 8, lo]. This p a p er builds on this observation
three ways: (1) we work out the details of incorporating non-intermittency
axioms into the formal framework of [7, 121; (2) we provide a very simple and efficient way to implement
these axioms in ATMS-based
diagnosis engines [3]; and (3) we examine the effect of
non-intermittency
axioms on the performance
of our
program, in particular,
its ability to discriminate
between competing
explanations
for component
misbehavior .
In this paper we focus on devices whose components
do not have internal state. In our formalization,
components whose output depends on some internal state
will be deemed intermittent.
The definition can be extended to allow the output to be a function not just of
the input but also a local state parameter,
but such a
discussion is beyond the scope of this paper.

A Motivating
Figure 1 shows a simple
non-intermittency
improves

Example
example where assuming
diagnostic discrimination.
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The circuit’s inputs and outputs are marked with values observed at two different times Tr and Tz. Note
that at 2-1, the circuit outputs a correct value and that
at T2 the circuit outputs an incorrect one. In this example, GDE, which models component
behavior as either normal or unknown, implicates
both components
but cannot be more specific. However, by assuming the
Or gate behaves non-intermittently,
we can establish
that the Xor gate is faulty as follows.
If Xor is good, then Inr(Xor)
= I at Tr . This
follows from Inz(Xor)
= 0, Out(Xor)
= 1 and the
behavior
of Xor.
Similarly,
if Xor is good, then
Inl(Xor)
= 0 at T2. However, if Or behaves nonintermittently,
then Inl(Xor)
= 1 at T2. This follows
because Or has the same inputs at both Tl and Ts
and must produce the same output.
Thus we have a
two contradictory
predictions for the value of InI (Xor)
at T2. Either Xor is faulty or Or is behaving intermittently.
Assuming non-intermittency
means Xor is
faulty.

Preliminaries
This section briefly summarizes
the formal framework
for diagnosis
laid out in [7, 121, within which we
will explore the formulation
and consequences
of nonintermittency.
Definition

1 A

diagnostic
system
is a triple
s ) w h ere SD, the system description,
(SD,Comps,Ob
is a set of (first-order)
sentences, Comps, the system
components, is a finite set of constants, and Obs, the
set of observations is a set of (first-order) sentences.

We use the term Ini(x,t)
or Outi(z, t) to indicate
the value of the ith input or output
of component
z at observation-time
t. If the component
has only
one input (output)
we drop the subscript.l
We adopt
the modelling
stance that a component
is abnormal
iff there is something
physically wrong with it (or becomes so during the duration
of diagnostic
interest)
which can cause it to produce incorrect results. Consequently,
the key predicate
Ab remains a one place
predicate and does not depend on observation-time.
The system description
SD0 of the circuit in Figure 1
can now be given in first-order predicate calculus (with
equality) as follows.
The component library specifies the normal behavior
of each type of primitive component,
and also specifies
the “ports” for each component.2
Org(c) 3
(-fAb(c) f--) Vt. Out(c, t) =

(1)

Qr(ln1(c,t),Ina(c,t)))

‘Throughout
this paper we adopt the “reverse Prolog”
convention:
identifiers denote variables iff they begin with
a lower-case letter.
As usual, free variables in axioms are
assumed universally quantified.
2The binary function-symbols
Or and Xor are assumed
to be interpreted
by the usual Boolean or and xor functions.
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Xorg(c) 4
(lAb(c)

++ Vt. Out(c,t)

=

Xor(Inl(c,

Org(c)

+ Port(Out(c,
APort(In2(c,

Xorg(c)

t), h(c,

t)) A Port(Inl(c,
t))

+ Port(Out(c,
t)) A Port(In1(c,
A\PO?qh~(C, t))

t)))

t))
t))

(2)

(3)
(4)

In addition,
we have a system-wide
modelling
assumption
that each circuit is being analyzed -& a
Hence every port can carry only
boolean
circuit.
boolean values:
Port(x)

+ 2 = 0v 2 = 1

G-9
for a particular
circuit is obtained by specifying the components
of the circuit and their interconnections.
In this case, we call the single or-gate in
the circuit Or, and the single xor-gate Xor:
A model

Ov(W
xorg(xor)

(6)

(7)
Out(Or,t)
= Inl(Xor,t)
(8)
The entire system description for this example, S&, is
then given by Axioms 1-8.
The observations
Obs = Obsl U Obs2 are simply (for
convenience
we use Obsi to refer to a subset of Obs
pertaining
to observation
time Ti):
Obsl = {Inl(Or, Tl) =
Ina(Xor, Tl)
Obsz = {Inl(Or, T2) =
Inz(Xor, T2)

1, Ina(Or, Tl)
= 0, Out(Xor,
1, In2(0r,
T2)
= l,Out(Xor,

= 1,
T1) = 1)
(9)
= 1,
T2) = 1)

As Ab remains a unary predicate,
the conventional
formalization
of diagnosis applies without change:
Definition

2 Given

Cn deJine V(C,,
-NC,

two sets of components
Cn) to be the conjunction:

CP and

-cEC,

A diagnosis
for (SD, Comps,
Obs) is a formula
D(A, Comps - A) (for A c Camps) such that SD U
Obs U {‘o(A, Comps - A)] is satisfiable.
A classical approach to generating diagnoses is based
on identifying
conflicts, i.e., inconsistent
beliefs about
the state of the system. More precisely:
Definition

3 Given a system
(SD,Comps,Obs),
an
Ab-literal is Ah(c) or lAb(c) for some c E Comps. An
Ab-clause is a clause consisting of Ab-literals.
A conflict of the system (SD,Comps,Obs)
is an Ab-clause
entailed by SD U Obs. A minimal conflict contains no
other as a subclause.

This strategy
is based on the following theorem
(proven in [7])that states that diagnoses are fully characterized by the set of minimal conflicts.
Theorem

1 Suppose (SD,Comps,Obs)
is a system, l-I
is its set of minimal conflicts, and A 5 Comps. Then
ZJ(A, Comps- A) is a diagnosis #IIu(ZJ(A,
CompsA)} is satisfiable.

With each Obsi we can associate its set of conflicts
con( SD, Comps, Obe). 3 With suitably weak restrictions on the nature of SD and Obs, it is not hard to
show that:
con(SD, Comps, UiE1 Obsi) l(10)
U iEI con(SD, Comps, Obsi)
In the absence of fault models it may not be possible
to do better-that
is, every conflict generated
from
Uiel Obq would be generated
from some particular
Obsi (i E I).
However, if components
are non-intermittent,
more
conflicts could be generated due to interactions
among
observation-times,
as we now show.

Defining

What is important
about this definition is what the
output is not a function of: namely, observation-time.
Hence, the definition sanctions the following inference:
if C is a non-intermittent
component,
and at some time
T if an input test vector x is applied to the component,
and the output 2 is observed, then in any other observation T’ if x is supplied as input, 2 will be observed
as output.
For each non-intermittent
component
we add an axiom stating its output is a function of its inputs and
the component itself. For a component
C with X:input
ports, and one output port the axiom is:
-

Vt.Out(C, t)
F(C,

h(C,

=
t),

. . . ,

SDO, Obsl I- lAb(Xor)

(11)

Ink(c, t))

Here F is a function symbol on which no other constraints are imposed by SD: it represents the unspecified function which the component
exhibits.
By making the component
an argument,
we need only introduce one such function symbol.

For the Or-Xor
Ni(Or)
Ni(Xor)

Revisited
example,

the axioms

* Vt.Out(Or, t) =
Wk
h(Or,

t),

c) Vt.Out(Xor,
t) =
F(Xor, Inl(Xor,

Ni(Or)
Ni(Xor)

Jn207

added are:
t))

t), Ina(Xor,

02)
t)) (13)
(14)
(15)
by Nlo.

Let the conjunction
of these axioms be denoted
We now establish that the system-description
SDOUIVI~
contains enough information
to conclude that the Xor
gate is abnormal,
given observations
Obsl and Ohs,;
formally:
SD,, NIo, Obsl, Obs2 t- Ab(Xor)

(16)

3Note that e ach conflict in con(SD, Camps, Obsi) is independent of observation-time,
since all Ah-literals are independent of observation-time.

= 1

From Obsl, and the non-intermittency
Or (12,14) we get:
SDo, NIo, Obsl l- F(Or,
Taken

together,

1,l) = Out(Or,Tl)

SDo, NIO, Obq I- lAb(Xor)
In exactly
we get:

Thus

assumption

(17)
for
(18)

we get:
---) F(Or,

1,1) = 1 (19)

the same way, from the second observation

there is a conflict-(

+ F(Or,

1,1) = 0

19) and (20) together

(20)
imply

(10

Implementation
Model-based
diagnosis systems such as Sherlock and
propagaGDE [5, 61 which are based on constraint
tion with a TMS are easily extended
to exploit the
non-intermittency
axioms. The basic issue is that the
ATMS is essentially
propositiona14.
In particular,
it
does not do any first-order inference, such as substituting a term in an expression.
This is both a source of
strength
(efficiency) and weakness (first order incompleteness).
Thus the basic inference rules built into the
ATMS need to be extended in order to allow it to handle some of the first order logical apparatus
we have
used to model non-intermittency.
We briefly describe
the necessary changes in this section.
First let us review how ATMS-based
diagnosis engines function.
For every component
c, the diagnosis
engine creates the ATMS assumptions
(propositions)
Ah(c) . Every port value is represented

FlandrI

as an ATMS node.
The Example

+ Out(Or,Tl)

SDO, Nl,, Ohs, I- lAb(Xor)

Non-Intermittency

Definition 4 A component behaves non-intermittently if its outputs are a function of its inputs.

Ni(C)

From Obsl, the axiom for the xor-gate (2), the fact
that Xor is an xor-gate (7), and the connection
axiom
(8) we get:

(In addition

the node I ‘g lfalsel

stands for the inconsistent
proposition.)
The ATMS
manipulates
propositional
formulas of the form e + n,
where n is an ATMS node and e is a conjunction
of
ATMS assumptions.
Every inconsistent
set of assumptions e corresponds
directly to a conflict.
To extend this framework to handle multiple observations, some nodes must be further parameterized
by
observation-time.
Each observation
instant T is encoded as an explicit ATMS assumption
(a time-token),
t = T . For every component
X each port-observation
Outj(X, t) = Y) is repreiiIna X, t) = Y (respectively,
(respectively,
sented as an ATMS node -1In,(X, t)
0ut3(X,
n
‘We

t) - Y ).
designate

mulaq5bymt

A n observation

the ATMS

o emphasize

made

node corresponding

that the ATMS

sitional and does not examine
formula at each node.

at t = T

the internal

to a for-

is purely propostructure
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is recorded as being contingent
Inl(Or,
ample, the observation

each component
triggers on finding a consistent
set
of assumptions
which assigns values to every one of
zk and in which the non-intermittency
funcY,Xl,-s-9
tion holds. In the simple case where e’ is empty, the

on
T)

)t=l-piy&TyxInl(Or,t).
Given this encoding
of observation
time we need
to add three classes of inference rules to the ATMS.
The first class we add codifies the observation
that the
first-order formula (t = Ti A t = Tj ) is inconsistent,
if Ti and Tj are distinct
constants.
This is accomplished by adding for every pair of distinct observa
Ti and Tj the (ATMS consumer)
rule:
tion instants
It=rzl:lr\lt=Til-t

consumer

will conclude

Y = G(x1,

. . . , &)

. By an application

+
of Rule 21,

1.

c ass of rules is concerned with making
the first order inference:
Vt.(t = T -+ 4) --, 4 where
t does not occur free in 4. Let e be any ATMS label (conjunction
of assumptions),
and n be either 1
or any ATMS node representing
Y = g(X1,. . . , Xk)
for Y,Xi,...
, Xk any constants,
and g any function
symbol. An ATMS consumer is installed to make the
inference:
,
,
,
(It =TlAe)
-+ n
(21)
e+n
In particular,
for n = I, a nogood consumer [4] is installed: whenever a nogood is detected which mentions
a time assumption,
this assumption
is removed and the
resulting nogood asserted.
For example, if the ATMS
\

the nogood

the nogood

A PI

can be dropped, and the resulas the ATMS justification:

---k--F
The secon

discovers

that5 (t=Tl

m]A

1-1

A WI

IAb(B)]

+

A WI

The method for updating the probabilities
diagnoses presented in [5, 61 easily extends
ation where there are multiple observation
non-intermittency
rule. Bayes’ rule allows
the conditional
probability
of a candidate
given a new piece of evidence E:

of candidate
to the situtimes and a
us to update
diagnosis Cl

I

+

I is asserted.

Probability

I

(This

rule is used implicitly in Sherlock [6].) The case where
n # I works together with the next rule class and is
implemented
by an environment
consumer [4].
The third class of rules is concerned
with allowing
the substitution
of equals for equals. Let Y, X1, . . . , Xk
be constants,
and G an arbitrary function symbol. An
ATMS consumer is installed to make the inference:

The denominator,
p(E) is just a normalization
and is
not critical to determine the relative probability
rankings. p(Cl) is either the prior or was computed as a result of the previous piece of evidence that was obtained.
The central issue is the determination
of p(E]Cl).
In
the framework of [5, 6] every piece of evidence was simply an assertion that a particular
circuit quantity
had
a particular
Vahe,
i.e.,
Xi =
vik.
Now a piece of evidence is an assertion that a quantity has a value at a
probabilparticular
time, xi(t) = vak. The conditional
ity p( EjCl) is then evaluated as follows:
If Xi(t) = vik is predicted by Cl given the preceding
evidence, then p(Xi(t) = v;k]C,) = 1.
with Cl and the precedIf xi(t) = vi], is inconsistent
ing evidence, then p(xi(t) = vik]C[) = 0.

(22)
(Note that when such a consumer
the node

Y = G(Xl , . . . , Xk)

is invoked,

it creates

if it does not already

exist .)
The second two classes of rule are central to implementing
non-intermittency.
For every component
having a non-intermittency
function, we create an instance of the rule 22 with G being its non-intermittency
function.
If the component
is non-intermittent,
then
e’ is empty (i.e., true). (In the fuller version of the paper, we show that it is possible to distinguish
among
intermittent
and non-intermittent
faults by making
the non-intermittence
of a **component**
an assumption, rather than an assertion.
In such cases e’ becomes non-empty.)
The consumer
we construct
for
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If Xi(t) = vik is neither predicted by nor inconsistent
with Cl and the preceding evidence, then we make
the presupposition
that every possible value for xi is
equally likely. Hence, p(Xi(t) = vik]Cl) = -L where
m is the number of possible values xi mightrffave (in
a conventional
digital circuit m = 2).
Without
non-intermittency,
the behavior of abnormal components
at different times is probabilistically
independent.
With the non-intermittency
assumption,
events occurring at one time condition events that may
occur at other times. As a result, non-intermittency
can change the probability of a component being faulty.
For instance, allowing intermittent
behavior in our motivating example (figure 1) and assuming components
5B~

mz>(c,,

[Lc,)AB(c)]

we
* [n,,,,

+q].

mean

the

conjunction

are equally

unlikely

p(Ab(Xor)l{Obsl,

to fail, we can conclude:
Obs2))

= 0.5

Obsa})

= 0.5

p(Ab(Xor)l{Obitq,

Obsq})

= 1.0

p(Ab(Or)l{Obsl,

Obsq})

< 0.5

p(Ab(Or)j{Obsl,

With

non-intermittency:

In addition the method for selecting the best probe
to make next (developed in [5,6]) easily extends to the
situation
where there are multiple observation
times
and a non-intermittency
rule. A probe is a measurement of a particular
quantity
at particular
time. The
best probe minimizes the expected entropy of the probability distribution
of the candidate
diagnoses.

Modeling
Incomplete
models can cause components
to appear
intermittent.
Within our framework
any component
behavior which deviates from the functional
is considered to be intermittent.
This can have some surprising
consequences.
Suppose, for example, two TTL buffers
have their outputs tied together.
If both buffers are
supplied a 1 input, then the output will be 1 if both
are behaving normally.
But if the two inputs are 0 and
1, the output will be 0. (In TTL, a component
driving
0 will overcome another driving one on the same node,
hence this sort of configuration
is called a wired-and
function.
By our definition,
one buffer will be interpreted
as
having an intermittent
fault, because given an input
of 1 its output is sometimes 0 and sometimes
1. This
is a problem because the buffer isn’t actually faulted.
The difficulty is that the output of a TTL buffer is, in
reality, not purely a function of its input but a function of the circuitry attached to its output and potentially all sorts of other quantities
like temperature.
As
a consequence
a component
which appears intermittently faulted may, in fact, be perfectly correct.
The two buffer example arises out of a poor circuit
model - the wired-and configuration
was not modeled
explicitly.
A similar situation
can arise via misassembly if, for instance, two buffers are supposed to be installed in series but the second one is erroneously
installed in the reverse direction (or has a failure mode
to this effect). Here a fault in the second buffer can
cause the first to appear intermittently
faulted (by our
definition).
The
moral
of these
examples
is that
nonintermittency
assumptions
should be defeasible,
i.e,
we should leave some room for intermittent
behavior.
One should always include some option that intermittent behavior is possible, because that mode will include, in effect, any situation
where the modeling assumptions
are violated.
Thus our formulation
of nonintermittency
is a step towards reasoning about switching models (e.g., the bridge-fault
example of [l]) in the
formal framework we as a field are building up (e.g.,
17,

121).

A second moral is that what is considered intermittent behavior is a property of the level at which the
If a component’s
behavior
is a
system is modeled.
function of quantities
(e.g., output load or tempera
ture) not capturable
at the given modeling level, any
behavior which depends on such quantities
will appear
as intermittent
behavior.
This seems as it should be.
Presumably
all behavior is functional
in practice, except we may not know what inputs (e.g., loads, temperature, alpha particles) actually depends on.

mpirical

esults

In this section we report on several different experiments we performed
in order to evaluate
the utility of the non-intermittency
rule. If the actual fault
is non-intermittent
and the diagnostic
task involves
more than one observation
time, then assuming nonintermittency
improves diagnostic precision.
This improvement
increases with the number of observation
times. Note that the improvement
in diagnostic precision is rarely as good as in the Or-Xor example. This
should not be surprising:
non-intermittency
is a fairly
weak assumption
and therefore only provides dramatic
Many of our experiments
advantage
in some cases.
show only modest improvement
in diagnostic precision
which at first glance appears disappointing.
But is is
important
to see this gain from the correct perspective. Although
improvements
in hardware and software will significantly
improve the efficiency of diagnostic algorithm,
no amount of hardware and software
innovation
will affect diagnostic
precision much. Precision is only determined
by our models and how much
circuit-specific
knowledge available.
From a modeling
point of view, presuming
non-intermittency
is an extremely simple, if not trivial change, but it yields a
significant increase in diagnostic precision. In any particular task, the computational
costs of the improved
algorithm must be weighed against such costs as probing, and applying new inputs to the device.
Improvement

in

iagnoses

Eliminated

In this experiment
we inserted single faults into an
adder circuit, provided n randomly selected sets of observations
(consisting of all input values and one possibly wrong output value) taking care that at least one
set showed faulty behavior, and calculated
the reduction in the number of incorrect diagnoses resulting from
the non-intermittency
rule. (An incorrect diagnosis is
anything
other than the fault we inserted.)
We repeated this 100 times for each possible stuck-at fault
and averaged the results. Total improvement
(labeled
total), the fraction of incorrect diagnoses eliminated,
clearly increases with the number of observation
sets.
We also show how total improvement
breaks down into
the fraction of cases where there was some improvement (cases) and the improvement
in just those cases
(local).
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Table
Sets
A2
P3

1: Fraction
1
0
0

2
0.01
0.04

of diagnoses
3
0.08
0.06

Table 2: Fraction

4
0.10
0.09

of probes

eliminated
5
0.15
0.10

6
0.20
0.24

way to extend ATM-based
diagnosis engines to incorporate this, and presented empirical evidence showing
positive benefit. Our experiments
have shown the result of many trials with small devices. We have tried
larger devices and observed even larger benefit, however we are still working to gather statistically
significant data.
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eliminated.
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